
Learning, Employment and (Economic) 
Development for Information Technology



● Employer Driven,
Talent Management

● For-Profit and
Non-Profit Employers

● New way to attract, obtain, and 
retain IT and cybersecurity talent

What is LEAD4IT

Presenter
Presentation Notes
4 year effort
$8.6 M Hi-B Grant Funded by US DOL
Focus in Virginia in Y1 and nationwide after




Our partnership, lead by 
ICF, works with businesses 
to identify, build, and 
strengthen their IT and 
cybersecurity workforce.

What is LEAD4IT

Presenter
Presentation Notes
Leading this effort, ICF is a global professional services firm that specializes in information technology (IT) modernization, cybersecurity, workforce innovation, inclusive economic transformation, work-based learning(WBL) strategies, human services, education, and data analytics.�

Franklin Apprenticeship is a recognized apprenticeship expert that leverages its expertise to deliver high-quality technology apprenticeships for occupations such as help desk, network engineer, mainframe system administrator/system programmer, and mainframe application developer.

SkillSource Group is the nonprofit fiscal agent of Virginia Career Works – Northern, the region’s workforce development board (WDB), with strong ties to the employer community in northern Virginia and significant expertise in the collection, analysis, and reporting of workforce-related data.

VA Chamber Foundation supports the efforts of the Virginia Chamber of Commerce, the premier trade association representing 26,000 businesses and institutions of higher education in Virginia. VCF tracks Virginia’s economic competitiveness, conducts research and analysis, and hosts programs connected to the priorities of Blueprint Virginia 2025, a blueprint to help Virginia strengthen and secure its position as a leader in the global economy




How Can LEAD4IT Help?

● Connect business recruiters to sources of diverse talent

● Identify additional funds and support to support businesses 

● Reimburse costs associated with work-based learning

● Strengthen connections between postsecondary institutions and 
employers to help ensure a strong source of new talent

Presenter
Presentation Notes
Our goal is to work with businesses who have IT and cybersecurity openings to individuals who want to work in those positions.

We realize that it hard to find candidates that have 100% of everything that businesses demands so we have found a way to help mitigate risk.




Work-based Training Options

APPRENTICESHIPS
ON-THE-JOB

TRAINING

PAID INTERNSHIPS
&

WORK EXPERIENCES

CLASSROOM
TRAINING

TRAINING
TO UPSKILL
CURRENT 
WORKERS
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Work-based training has been around in some form for a very long time.  

Supports the business community by adding staff capacity, productivity and training at reduced costs to the employer.


Each business has their own unique needs so LEAD 4 IT has different options.




SCENARIOS

Let’s look at 
some 

Presenter
Presentation Notes
These are just illustrative, but they can provide you with some of the key scenarios.




Transitioning Service Member

● Already has security clearance

● 3+ years of IT experience

● Limited civilian workforce experience

Presenter
Presentation Notes
LEAD4IT places an emphasis on serving service members and their spouses

Benefits of serving transitioning service members and veterans..

In this scenario, we have…..




Transitioning Service Member
On-the-Job Training (OJT)

POSITION: COMPUTER SYSTEMS ANALYST

Salary

$40.00/hour
$81,600/year

OJT Duration

16 weeks

Cost Reimbursement

90%

640 Hours

Reimbursement (Small Company):  $23,040

Presenter
Presentation Notes
Hands-on method of teaching the skills, knowledge, and competencies needed for employees to perform a specific job within the workplace.
OJT is a hire-first program- the trainee is a full-time, regular employee who works no less than 35 hours per week.
The trainee typically performs tasks that are essential to their job function with the supervision of a manager, coach or mentor. 
 




College Student

● Currently enrolled in IT or 
Cybersecurity Degree program 

● Has the theory, but not the 
practical application

Presenter
Presentation Notes
Many of us focus our recruiting at the college level by trying out college students

LEAD 4 IT can connect you with pipeline – including those what will help you diversify your workforce




College Student
Internship

POSITION: INFORMATION SYSTEMS INTERN

Monthly Stipend

$2,000

Internship Duration

Employers’ discretion 
(assuming 2 months)

Cost Reimbursement

50%
up to $2,000

$2,000 REIMBURSEMENT



Career Changer

● Aptitude for IT

● Work Experience

● Some IT-related credentials, 
but no IT/cyber degree

Presenter
Presentation Notes
COVID really showed us the dangers of individuals who are unemployed or under-employed and need to change their career pathways

We know there are many hard working individuals who would do well in IT.  




Career Change
Apprenticeship

POSITION: COMPUTER SYSTEMS ANALYST

Business uses 3rd party—
such as Franklin 

Apprenticeship—to manage 
apprenticeship

Apprenticeship Duration

Employers’ discretion

Time spent in classroom 
training at postsecondary 

institution

144+ hours

Cost Reimbursement

90% OJT

50% up to $3,250
on third party administrator

50% up to  $2,000 on 
training

Reimbursement (Small Company):  $25,040

Presenter
Presentation Notes
An employer-driven model that combines on-the-job training with job related classroom instruction.
Workers learn practical and theoretical aspects of a highly skilled occupation – a proven approach to prepare workers for careers while meeting employers’ need for a highly-skilled workforce.
Apprentice’s skill level and wages progressively increase.
Apprentices receive a national portable credential. 




Current Employees

● Currently working as a 
Cybersecurity Technician

● 3 years of experience

● Needs additional certification 
to move up career pathway

Presenter
Presentation Notes
Investing in your current workforce is one of the best retention strategies

But, sometimes, we are face with work or contracts that require a specific credential.




Current Employee
Incumbent Worker Training

CERTIFIED CLOUD SECURITY PROFESSIONAL (CCSP) 

CCSP Bootcamp

$2,300

Bootcamp Duration

5 to 6 days

Exam Duration

180 minutes
$600/attempt

Cost Reimbursement

50% up to $1,000

$1,000 REIMBURSEMENT
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To qualify for incumbent worker training, we just need to make sure that the individual either gets promoted or utilizes the new skills and credential in expanded responsibilities




Community College Graduate

● Associates degree in cybersecurity

● Part time employment with college’s 
IT department

● (ISC)2 Systems Security Certified 
Practitioner (SSCP)
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There are many great program at the community college level.  In this scenario, we have…




Community College Graduate
On-the-Job Training (OJT) + Simulation Training at Cyber Range

POSITION: Junior Information Security Analyst

Wages

$34.31 /hour
$70,000/year

OJT Duration

16 weeks

OJT Reimbursement 90%

Simulation Reimbursement:   
50%  up to  $2,000 on 

training 

640 Hours

Reimbursement (Small Company):  $21,762
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Here’s an example  where WBL options can be stacked.

Just like in the example with the Transitioning Service Member, we selected OJT as one of the options.

But, we also want to make sure that this employee is not making changes to your primary networks so the employer is going to leverage some simulation training at the local cyber range.  … 
 




Employer Next Steps

Assess 
Workforce 

Needs

Develop 
Statement 
of Work

Contract 
with ICF

Select 
Employees

Develop 
Training 
Program

Implement 
Training 
Program

Report 
Training 

Outcomes

Submit 
Invoices

GET
PAID
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LEAD4IT is business led.  That means, businesses are in the driving seat through out the process.

We will provide you with an employer handbook that goes into each of these steps in more detail.  But, in general….

Discuss the steps…

We reimburse using electronic funds transfer to speed up the process for employers.




Roles and Responsibilities

LEAD4IT

● Provides dedicated Account Manager

● Determines eligibility of participants 
(unemployed/under-employed)

● Assists with recruiting efforts

● Helps develop work-based training

● Processes fast reimbursement



Roles and Responsibilities

Employer

● Selects employees

● Implements work-based training

● Provides required data

● Submits correct invoices



CONTACT

Bridget Brown

Bridget.Brown@icf.com

410.610.6824

William "Ed" Trumbull

William.Trumbull@icf.com

410.917.4510
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Be sure to update this information 
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